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EXECUTIVE SUMMARY

The mission of the Public Communications and Safety Committee is to assess current communications to the public in response to physical attacks and natural disasters and to examine the means by which the government and media can communicate emergency and public safety information to the broadest possible constituency of the affected population.

We have engaged many stakeholders in the process, tapped into the enthusiasm of the experts in many disciplines and refined our research from many views and assumptions.  Our report and interim recommendations are concise because we have avoided excessively scrutinizing and analyzing past results -- we cannot alter past performance.  Instead, we have focused our time and energy on what can be done today and improved upon in the future.  

We have found that risk communication and warning is a complex process.  We have also established that the solutions to this complex problem need not end as a numbers exercise in the budget office.  The problem can best be addressed by creating a smarter, more efficient risk communication and warning process utilizing the best practices and efficient investment in human capital through collaborative planning among government and industry participants. 

The primary goal of our recommendations is to begin a process for a national coordinated effort to provide accurate and timely risk communication and warnings in a standardized, actionable format.  The second goal is to provide a basis for the work of a public / private partnership to provide the reliability and infrastructure for delivering these risk messages to as many people as possible in a timely manner and therefore reduce the impact of each type of disaster.
Our recommendations are structured in the following framework:

1. Establishing government responsibility for risk communication and warning

2. Facilitating a coordinated public / private partnership to make effective use of mass media

3. Establishing public / private plans and processes for risk communications and warnings

4. Encouraging private industry collaboration and planning to meet community needs 

5. Revitalizing the Emergency Alert System (EAS)

6. Accelerating development of new technology and standards

7. Promoting the “Best Practices” of government and media to ensure ongoing improvement

By forming a public / private partnership that includes the effective and coordinated use of mass media, the future risk communication and warning process can be efficient, robust and inclusive of all the population at risk.  But even with the most careful planning, a one time effort will not suffice -- the performance of the risk communication and warning systems and processes must be tested, monitored and improved on an ongoing basis to ensure their effectiveness in serving their communities and protecting the public.
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INTRODUCTION

Disasters do not represent any single type of event.  “Acts of God” do not adequately describe the influence and impact of mass transportation accidents, technological catastrophes and terrorism violence.  “It is clear that the nature of these various events will profoundly influence the social construction of the disaster and its impact and hence yield substantially different imperatives for the planning and execution of interventions”. In this respect much can be learned from the experience of researchers and practitioners in addressing this issue. 
   

A disaster is a community–level event.  Government, through systems that are typically owned and operated by private companies, issues most warnings and alerts, including all official warnings. Public entities typically cannot afford to duplicate private dissemination and distribution systems. Liability issues make it problematic for private entities to originate warnings. 

Disaster warning is in reality a public/private partnership and is currently not as effective as it can be.   A public/private partnership, more structured and inclusive of all stakeholders, can best work out the details to deliver risk communication, warnings and alerts more effectively.  


HAZARD MITIGATION AND EMERGENCY PLANNING

For several years now, emergency responders and State and local governments have been saying that they need the Federal government to help them better prepare to respond.  They need standardized, practical, compatible equipment that works in all possible circumstances. They need Federal assistance in developing response plans that take into account the new challenges this country is facing.  They need to practice and refine those response plans with all possible partners at the local, state and federal levels.  

There is greater need now than ever before for “joint” planning, from federal through local levels of government and from government through private industry (Figure 1).  True “joint” planning involves seamless procedures and systems developed from the ground up as part of a national scheme.  There is no better example of the type of planning that is needed than a national risk communication and hazard warning and alerting process.  More than a dozen Federal agencies have some responsibility related to warnings and alerts, but there is no single Federal entity that has the clear responsibility to assure that a warning infrastructure exists and is properly utilized. 

Warnings and alerts originate from a variety of official public and private sources.  Most warning systems are hazard specific and were developed from a number of technical resources that have the greatest knowledge about each specific hazard.  Information starts flowing from the source and for this reason most warning systems are hazard-specific and were principally developed by the technical community that has the greatest knowledge about each specific hazard. While information may largely be flowing from Federal agencies, the recipients of this information are largely local, whether they are emergency responders, organizations or private individuals. 

While a minority of these emergency management groups may have the resources to build ties to the agencies with the most knowledge of their local hazards, relying on those with the need for the information to build their own warning systems will fail for most of the groups facing these hazards.  Improving each hazard specific system to the point where it serves all populations well would require a great deal of wasteful redundant development work. Development of a unified warning system will provide the public and emergency responders with a single source of information on all hazards.    

Until new technology and channels are developed, local governments and responders will have to rely on current technology and existing media channels including radio, television, the Internet, sirens, personal communications devices and community infrastructure to relay warning information and instructions about protective actions.   The range of delivery systems runs the gamut from high-tech messaging to word of mouth.  Mass media (television and radio broadcasters, cable system operators and television and radio satellite broadcasters) can play a particularly powerful role in emergency communications, given their ability to rapidly and simultaneously reach large and diverse groups of people.  Many leading mass media industry associations and individual companies have been significant contributors to the activities and recommendations of this Working Group.

                            Figure 1: Public / Private Media Partnership Potential 

Improved Risk Communication and Public Warning
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NOTE:  We recognize that this strategy should be integrated within the overall scope of the Homeland Security Directive HSPD-5.   HSPD-5 establishes the Secretary of Homeland Security as the Federal official for coordinating Federal operations in the United States to prepare for, respond to and recover from terrorist attacks and major disasters / emergencies.

RESPONDING TO EMERGENCY AND DISASTERS

The success of local response activity is a function of effective management of all resources, receiving timely information about the threats, having adequate personnel and resources available, the protective systems in place, and criteria to determine whether response systems or actions will be sufficient to protect the population at risk.  Time is the critical factor in preparing, responding, stabilizing, controlling an incident and in the response of additional resources:

· Warnings should provide for timely notification with recommendations to local authorities regarding protective actions for the general public.  In turn, response planning should provide for coordinated planning and action among Federal, State and local government authorities and the media.

· Preliminary warnings should be given to designated, responsible authorities as soon as there is recognition that a protective action criterion is challenged or will be exceeded. Default criteria based on real time conditions should be prepared so that protective action recommendations can be made in a timely manner, even though consequence projections have not been completed.

A warning message about a threat should provide information about the threat and what protective actions are being recommended.  A warning delivered is devoid of value unless those at risk actually take action to protect themselves. Thus, the degrees of protective actions taken by those directly at risk that are warned are the true measure of success. Even if the recommendation is "no protective action," warnings should never leave people at risk in doubt about what to do.    The protective action recommendations should be formulated using the same types of risk criteria developed for decisions such as evacuation or sheltering.

RISK COMMUNICATION

The field of risk assessment and risk management has advanced considerably in the past few decades.
  Valuable research and expertise about risk communication and warning procedures has been developed by private industry, research groups, professional societies, broadcasters, public safety, news media, communications professionals and a broad spectrum of government agencies. 
The manner in which the community is informed of the associated risks before, during and after an incident, can directly affect whether the event is perceived as being handled successfully or not.  Although risk communication has been an integral part of the hazardous materials problem, it is becoming more widespread in its application to other disasters. The emergency management community is responding to media and public inquiries more than ever before. 

The convergence of risk communication, public information and emergency management has become a key factor in successful emergency management planning and response.
  Emergency management professionals may be called upon before, during and after an incident to explain to the public how this incident may affect them. 

MANAGING EXPECTATIONS

The public believes that in a serious emergency they will be informed and directed by local government emergency management personnel to take necessary protective actions.  A new environment needs to be created where first responders, emergency management and media professionals are better informed and trained about risk management communications.  This education program should include a common understanding of potential risk communication challenges
 including:

· Objectives of Risk Communication - Defining clear goals and objectives is one of the most important initial activities because it provides a platform for a risk communication program to be more effective, better focused, and more likely to achieve the desired benefit.

· Trust / Credibility Factors – Government officials and reliable media representatives must build a foundation of trust and credibility for successful risk communication to the public.  

· Effective Vehicles for Risk Communication - Identifying some common and effective mechanisms for risk communication.

· Effective Communication Strategies - Ensuring that the appropriate risk communication strategies are applied at the right time and in the right format is critical. For example, public forums can be an effective (and often vital) mechanism for communicating “high profile” risk issues, before and during emergencies. 

· Explaining Risk – the process must plan for, teach and test to create an environment for conveying meaningful and effective understanding of risk to stakeholders. 

· Guidelines for dealing with the Media – Emergency management of a disaster is a continuing process involving the media as an intermediary before, during and after an event.  A successful interaction and collaboration between government and media can be critical in managing a disaster.


NOTE:  Best practices emergency management and business continuity are defined in National Fire Protection Association standard  #1600  “Disaster / Emergency Management and Business Continuity Programs” and the Emergency Management Accreditation Program (EMAC).

TARGET AUDIENCE – COMPLEXITY

A complex target audience must receive warnings.  This includes the public at direct risk, institutional decision makers (in business, state and local government, and non-governmental agencies), emergency responders, and various publics that are sometimes at great distance from the emergency. Emergency responders include firefighters, law enforcement officers, paramedics, public health workers, HAZMAT experts, public information officers, and emergency managers. Other publics can include friends, relatives, politicians, and the audiences of the national and worldwide media.

The news media and the emergency management community frequently act as intermediaries between those issuing warnings and information end-users. Based on media reports and other information that may or may not be accurate, people evaluate the warnings they receive from all sources in terms of their prior knowledge about the hazard and the recommended response actions. People also evaluate the warnings they receive about any given hazard in terms of their knowledge about other safety and health hazards and recommended actions for those other hazards. (Figure 2)
Most people begin the process of recognizing they are at risk by denying they are at risk. Sixty years of warning research tells us repeatedly that most people wait for independent corroboration from multiple sources before breaking through personal denial to a point where they are willing and able to take protective action.
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Figure 2:  Evaluating Warning Information



A viable national warning system that takes into account the complexity of the audience will itself be a complex mix of many critical elements that span the gathering of original data, to decision making, to getting that data to people at risk. Some major considerations are:

· COLLECTION: Collection of robust and reliable data, critical analysis, and proper decision making to issue a warning leads to an emergency management decision that a warning is required.

· FORMAT: Framing a warning and appropriate defensive actions includes specifying a verbal and digitally coded warning message using a standard terminology and format based on knowledge of how to communicate warnings that will lead to an appropriate and measurably successful response.

· CONFIDENCE: Reliable input of warnings from trusted and authorized sources to one or more local and national communication backbones will depend on secure collection of trusted emergency information from thousands of reliable and robust authorized sources to a wide variety of distribution systems

· RELIABILITY: Secure and reliable transmission to a wide variety of warning distribution systems will require redundant and robust transmission along local and national backbones for input to a wide variety of distribution systems.

· DETECTION: The means for reception by people at immediate risk through local mass warning channels include legacy systems such as the TV and radio, and existing intelligent networks to a wide range of personal communications devices.

· RECEPTION: Announcement of appropriate warnings to end-users should be done using appropriate methods that factor in cultural, linguistic and disability issues to the greatest extend possible. The goal should be to make the greatest number of people at risk aware that personal danger exists no matter what they are doing, and where and when they are doing it.

· ANNOUNCEMENT/ ACTION: Warnings must result in a decision by the end-user to take whatever appropriate protective action is given. The content of the message must take into careful account the complex processes by which the end-user decides to take action and indeed takes that action.

· EDUCATION: The public must receive education before emergencies on what types of warnings they may hear, and what to do when they hear them. Research suggests this may help the public at risk break through denial into taking action faster.

· MEASUREMENT: Measurement will lead to ongoing evaluation and improvement. A system for evaluating effectiveness and introducing improvements should be an integral part of the process.

· MITIGATION: Lessons learned on warnings must be factored back in to the continuous loop of emergency preparedness. These lessons must be drawn from all aspects of framing, evaluating, delivering and warnings so the public at risk can utilize them for best results.

TARGET AUDIENCE – DIVERSITY

Given the diverse nature of the hazards we face and the diverse population that must receive this information, it will be most effective and efficient to implement a uniform all-hazards warning system that makes the link between the technical groups that have knowledge about a hazard and those that need the information. Such a system can help the technical groups take advantage of the current ideas about how best to convey warnings to the entire population.  

There is an increasing convergence of information needs as the public becomes more involved in crisis management and demands more in terms of risk communication from local public safety officials.  Most strategies require greater justification and explanation in order to effectuate an appropriate response when the time comes. 

Risk communication, warnings and protective actions must be constructed to enable local authorities and local media to fashion messages appropriate to the local constituent groups at risk.  For example, a mechanism should be available to translate messages to specific language groups in the local community.  Messages should be crafted to facilitate local application.  Peer communication among business and social contacts such as immediate family and friends cannot be ignored as part of the continuum of communication.

It is important to remember that the general public involves decision makers at all levels in the community; people with many different races, beliefs and levels of education, people with many different levels of financial ability and responsibility, people with many different primary languages, people with widely varying experience with the hazard, and people with disabilities.  

In order to effectively reach all of these stakeholders with timely information, a public / private partnership with the participation and coordinated action of mass media is essential.

1. 

WARNING INFRASTRUCTURE - TECHNOLOGY & CAPABILITIES

LEGACY MEDIA DELIVERY SYSTEMS

Mass warning devices such as sirens are typically owned and operated by local government or managers of critical facilities. The Emergency Alert System (EAS) at television and radio stations and cable systems throughout the country is designated as the national warning system.  However, the Emergency Alert System is an unfunded government mandate. NOAA Weather Radio funds and maintains a networked transmission system covering 95% of the U.S. population.  Heightened interest in extending the capabilities of this system towards an All Hazards Alerts system includes a joint CEA/NOAA voluntary standards-setting initiative to specify enabling receiver technologies for consumer electronics.  The development of consistent operating procedures for initiating alerts could considerably improve the benefits of this system. 
Warnings can be issued through telephones, pagers, computers, radio, television and many other personal communications devices, wired and unwired. The media play an important role in distributing warnings through the millions of existing radio, television, cable systems and wireless networks. Thus most warning delivery systems need government input, but are manufactured, owned, and operated by private industry and by individuals. 

Local governments cannot afford to provide, maintain and support the variety of personal communications devices that reach every person at risk.  Industry can and will provide new devices or include this capability in all types of devices currently sold primarily for other purposes if there are clear national standards that create a national market.  While it may take years for new devices to fully penetrate the marketplace, existing media channels can provide this information today through systems such as standard radio and television receivers, which can be found everywhere.  

All types of appropriate technology already exist. Standards, procedures, training, and leadership for collaboration are critical.

EMERGENCY ALERT SYSTEM

There are many options for future improvements, replacements, etc. for the Emergency Alert System.  EAS, however, is in place and operates well in many areas of the country.  America's best option for rapidly establishing a national warning system today is to uniformly implement and make effective use of the current EAS system. Solving certain problems in the current EAS infrastructure can be accomplished much quicker and at a far lesser cost than trying to “switch horses in the middle of the stream.” 

The FCC, FEMA, and NWS have shared responsibility for EAS and its predecessor EBS based on a Memorandum of Understanding in 1976 and updated in 1981. EAS is operated primarily by volunteers from broadcast and cable companies with active involvement of the Society of Broadcast Engineers and the Society of Cable and Television Engineers. The National Advisory Committee to the Chairman of the FCC (NAC) has played an important coordination role, but its charter was not renewed in 2002.

The fundamental flaw with EAS is that no one has been put in charge of EAS's implementation at the federal and state levels.  There is no federal entity championing EAS's cause nor coordinating it’s operation with other federal agencies dealing with emergencies.   The FCC was given the authority to enforce implementation of EAS by the broadcast and cable communities, but no one was given responsibility at the FCC or any other federal entity to make sure states and local governments implemented and utilized the system.  

Although the EAS design expected each state and major municipality would join in the system, no one is responsible to see that every state even adopted an EAS plan for disseminating emergency information.  Some states have never adopted a plan and the plans in place in many states are makeshift at best.  Only a small number of cities have adopted local EAS plans - far fewer than were prepared to participate in the old Emergency Broadcast System.

EAS alerts can originate from many sources: government or private researchers such as the National Weather Service and the US Geological Survey, emergency managers, operators of critical facilities, health officials and first responders such as policemen and firemen. NWS issues most alerts and has an excellent system for collecting and outputting their alerts, including NOAA Weather Radio. In some communities, key personnel have established protocols with NWS or broadcast stations and cable operators, or have their own EAS equipment to input alerts. These capabilities vary widely and there is a major need for improvement.

September 11 and the shuttle tragedy both demonstrate the clear need for a national warning system.  The Amber plans that have been so phenomenally successful in alerting the public to save abducted children demonstrate how successful the current EAS network can be.


FUTURE TECHNOLOGY

As stated earlier, there are many options for future improvements, replacements, etc. for the Emergency Alert System.  Future systems should consider the following requirements:

· Addressable for specific locations, groups or even individuals so people at risk can receive the warnings they need

· Automated capability where it makes good sense 

· Easy-to-learn and reliable systems with built in continuous background testing

· Strong security and authentication to thwart hacking or deliberate introduction of dis-information

· An “emergency wake-up” feature for electronic devices that can be easily activated by consumers.

CONCLUSIONS

Since its inception in April 2002, the efforts of the Public Communications & Safety Working Group have taken into account a broad cross-section of the television, radio, satellite broadcasting and cable television industries as well as constituencies representing government agencies, emergency responders, public warning interests and persons with disabilities.  This report and its recommendations is intended to serve as a high-level framework for subsequent efforts that can focus on developing additional levels of more detailed Best Practices.  

We hope that our efforts to date have provided vision and leadership towards forming an effective public/private partnership.  However, we recognize that true success can only be achieved when cooperation at the local level becomes widespread and the resulting creative solutions begin to “bubble up” from government and industry practitioners.  We look forward to a transition in the role of the Working Group from a purely leadership role to one that includes peer review of best practices developed by public/private partnerships throughout the country.
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through their critical role in the Emergency Alert System.    





RECOMMENDATIONS





Local jurisdiction / market cooperatives should be encouraged to share their locally developed best practices for coordinating their efforts, delivering risk communications and warnings to their diverse public constituencies, and joint continuity planning to maintain communications under crisis conditions.

















RECOMMENDATIONS





Research into development of alternative, redundant and/or supplemental means of communicating emergency information to the public should be accelerated.  





An expanded government partnership with the media, and consumer electronics and computer industries should be used harness free market innovation, and foster competition, and enhance interoperability  to meet changing national warning needs.





The partnership should explore the use of emerging new technologies to Take advantage of improve and / or complement existing and improving infrastructures and emerging new technologies to leverage emerging new infrastructures.














RECOMMENDATIONS 





As the nation’s current means to issue timely warnings through mass media, the Emergency Alert System should be periodically tested, upgraded as necessary, implemented and maintained at the local, state, and national levels.





EAS equipment should be uniformly implemented to make use of the latest EAS codes approved by the FCC.








Written State and local EAS plans should should be brought up to date with close participation by broadcasters and cable operators.








Wired and wireless paths to EAS entry points from warning sources designated in State and local EAS plans should be in good working order.








The Primary Entry Point system that gives the President the ability to address the Nation through EAS should be in good working order and be regularly reviewed and improved if necessary in terms of reliability, reach and robustness.











RECOMMENDATIONS





All local media should form emergency jurisdiction / market cooperatives to assure delivery of local government emergency messages in a coordinated way to all constituencies in the community.





Local media in each market should be encouraged to create media pools for risk communication and warning; in markets where pools exist, a working committee should take the pool to the higher level of security, isolating it from the traditional news coverage pool concerns.





Local media should consider the creation of an Emergency Communications Coordinator position to serve as single media point of contact for government and develop a cooperative relationship with the local government lead agency. 








Media and government jurisdictions should agree to take pre-planned actions upon authenticated notice from authorized government agencies, and incorporate these pre-planned actions in overall emergency management training exercises.





Local media and appropriate public safety and other government agencies should establish local and state emergency communication committees to plan well-coordinated community responses for disasters.





Local media should engage in coordinated activities to provide assure services the flow of emergency information to using multiple languages and  means to make this information available to persons with disabilities in their communities.








Pre-planned coordinated activities / roles appropriate to local conditions for each media under various scenarios (e.g. the type & number of delivery systems continuing to function) should be created, developed, rehearsed and tested.





In particular, emergency communications plans should must take into account, the possibility probability of widespread power outages, in which case when AM and FM radio may be the best means ofis the  only way to communicateing to battery powered receivers in the community.
































ERECOMMENDATIONS





Consistent with best practices in emergency management and business continuity planning,  local, local / and State governments and the media should cooperate to create, review and update emergency communications procedures, such as EAS, Amber plans and their components, to quickly disseminate critical information to the largest possible audience.








Effective use should be made of current, emerging, and legacy systems, including television, radio and, including TV, radio andweather radio that includes EAS.





Local media should must be included in the creation of the communications and warning plan and understand their key role in its successful implementation.





The skill set of both federal and local agency members participants should include training and process knowledge of how to work with and the benefits of utilizing the media to inform the public in a timely fashion during emergencies,.  Emergency managers should have a working knowledge of how to access EAS and other public warning systems.





Local media should assist government in to createing and delivering more effective emergency preparedness public education about emergencies and preparedness on preparedness related to local emergency public information.





Local media should agree to develop consistent presentation guidelines to ensure that all emergency delivery systems work well together to accurately deliver emergency information to the entire community.





Government and local media should conduct regular testing and rehearsals of emergency communications plans.








RECOMMENDATIONS





A single Federal agency entity should be responsible for assuring that:





pPublic communications capabilities and procedures exist, are effective, and are deployed and are properly utilized and utilized coordinated for distribution of risk communication and warnings to the public by appropriate federal, state and local government personnel, agencies and authorities.





lead agency responsibilities and actions under various circumstances should exist are established at Federal, State and Local levels within the overall discipline of emergency management using the guidelines of overall good emergency management practice. 





development of a a national, uniform, all-hazard risk communication warning process is facilitated implemented, from a public and private consensus on what best meets the needs of local and state emergency managers and the public, including peoplechallenged by of diverse language and/or with sensory disabilities, including sensory disabilities. 








Effective delivery of emergency information to the public should be achieved through a pPublic / pPrivate partnership that along with other warning protocols and systems effectively makes coordinated that makes coordinated use of use of mass media and other dissemination systems to quickly reach large numbers and diverse groups of the public at risk to deliver emergency information to the public.
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